
Information Security Breach Checklist 
Preliminary Assessment 
· When and where did the information security breach occur?

· What devices, websites, or printed documents were lost, stolen or breached?

· What personally identifiable information is involved?

a. Name
b. Social Security Number

c. Credit Card Information or Bank Account Information
d. Driver’s License Number or other State Issued Identification Number (Medicaid ID, Student ID etc)
e. Health Information

· How many individuals were affected by the information security breach?
· Was the information encrypted?
· Is the breach on-going?
State Notifications
· Notify Executive Branch contacts:
a. Governor’s Office
b. Chief Information Security Officer (CISO) via ITE Service Desk: 1-515-281-5703.
· Contact law enforcement if breach is criminal in nature.

a. Iowa State Patrol Post 16 if agency is on the Capitol Complex 515-281-5608.
b. Iowa Division of Criminal Investigations if agency is off of the capitol complex 515-725-6010.
· Contact the Treasurer’s Office if the breach involves credit card information 515-281-6095.
Federal Notifications
· Contact the Federal Bureau of Investigation, 515-223-4278, if:

a. Unauthorized entry occurred and damages equal or exceed $5,000.

b. The security incident appears to have foreign government sponsorship.
c. The security incident appears to have a terrorist connection.
· Contact the Internal Revenue Service, 1-800-366-4484, if taxpayer information is involved. 
· Contact the Social Security Administration, 1-888-772-6111, if Social Security Administration data is involved.

Public Notification

· Does the breach trigger Iowa Code 715C PERSONAL INFORMATION SECURITY BREACH PROTECTION?
http://coolice.legis.state.ia.us/Cool-ICE/default.asp?category=billinfo&service=IowaCode&ga=83&input=715C 

· Designate a contact person for releasing information.

· Issue a Press Release.

· Arrange for credit monitoring for affected individuals.

· Create data breach section on agency website with frequently asked questions.

· Establish a toll free number\call center.
· Send notification letter to affected individuals. 
Report
· Complete a summary report after breach investigation is complete.
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